gwe 3 e HTauwnwag =» «

LU/OPOBAH TPAHCDOOPMAUMH
CVNCTEM AMNC RYS (PETPODIT)




OPrAHN3AUNA CUCTEMbI AMIMIC KY3 CENYAC
: (YHKE BYEPA)

NNC «Mupamnga», ACKYD AnbdalleHTp, NK «dHeprocdpepa», AUC (ACKY?D)
MepKypuin-dHeproy4er v ap.

«Anbda-LLIEHTP» «Mupamunpga 2000»

«JHeprocpepa»

CyeTUMKIN INEeKTPOIHEepPrun:

- [fponpureTapHbIN NPOTOKON AO3B(;H dial-up (éSD),

- MnTepdennc RS-485/CAN ;GPRS' PLC :

- OrpaHyeHnNs CyLecTBYIOLLNX \/ v \/
KaHasoB CBA3M (MMMUT Ha I'. I'. I'.
KOJINYECTBO OMnpalliBaembix MOJEMbl
YCTPOWCTB)

- Pabota uepe3 YCIA




AT CUCTEMbI OETPAOVPYIOT N B JASIbBHEMWEM «YMPYT»!

iICbcom
[l0 HEKOTOPbIM JAHHBIM ONepaTopbl CBA3U C KaXAbiM roaomM ymeHbLuatoT cetn GPRS
ocB0obOOXaana YacTtoTbl Nof 6onee ckopocTHble 3G/4G/5G n TexHonorum HTepHeTa

BeLlen.
= « BblcoKasa CTOMMOCTb KaHanoB CBA3N = - YacTble 06pbIBbI CBA3N
- YacTble 06pbIBbI CBA3U « HusKaa ckopocTb Nnepenayvm gaHHbIX
. Huskasa ckopocTb nepeaaum faHHbIX * Hun3kas pocTynHOCTb A0 CYETUMKOB

« Huskasa JOCTYNMHOCTb A0 CHETYMKOB (6biBaem mpyaHo (6bIBGem mpyaHo CoeaUHumbCﬂ)

00380HUMbCS) + [locToAHHbIE BOCCOEAMHEHUA ANA

- MocToAHHble NepecoefnHeHNA Ana 4ocbopa AaHHbIX focbopa aHHbIX

- Cncrema TouKa-TouKa TpebyeT nooyepeaHbIn
0063BOH 0OBbEKTOB

. OrpaHl/lquvm Nno KoNnn4yecTsy onpalinBaembiX

YCTPOWUCTB
- [lpocTas HacTporKa (0ocmamo4yHo HoMepa mesegoHa) » [leweBble MmoaeMmbl
« He 3aBucnT OT onepaTopa n MECTHOCTU  [leweBble KaHanbl CBA3N

+ [leweBble moaemMbl



MO TPEBOBAHUWAM POCCETEN HEOBXOAUM
rapaHTUpyembini COOp AaHHbIX

He meHee 95%.

cnonb3lyemble KaHanbl
3TO He obecneymBalor.

TAK KUTb HEJIb3A!

NonoxeHune NAO «PocceTn»
«O egUHON TEXHNYECKON
NONINTUKE B NEKTPOCETEBOM
Komnnekce» ot 22.02.2017




JTMAOEPBLI NMPON3BOACTBA CHETH/KOB
STIEKTPOSHEPT 1 POCCIU

NO AAHHbLIM «P3HHK» HE3ABCUMOIO PEMTUHIOBOIO NOPTANA

8/0 [poune:

000 <AiiCubukom»
HIMO «MUP»
AO «PuM»
‘OIYIN «Huxeroponckni
3aBof uM. M.B. Opynze» ™. = 36%
0AO «KoHuepH JHepromepa»
16%

000 <TAAMUT-HI

30%

1000 «HIK «MHkore Kc»




MOOEPHU3SNPOBAHHBIE CHETHUNRW

AnAa coBpeMeHHbIX KaHaNoB CBA3MN rapaHTPOBaHHaA
nepepava paHHbIX 95% mn 6onee!

MOJEM 2G

YMHASA KPbILLKA




BAPNAHTBI KAHAJ1IOB CBA3W KPbIWEKR AJ1d CHETHKOB

N Ethernet Y
N M)
+ 364G
N Ethernet Y
YMHas KpbilKa - @
N Ethernet
CTaHp,apTHfFI KpbILLKa N /
vionew + LoRaWAN
KoHTponnep ¢ KoOMMyHMKaumaMun N Ethernet




COBPEMEHHbIE KAHAJ1bI NMEPEOAY OAHHDBIX

LoRaWAN

« Bblcokas ckopocTb Nepeaayun AaHHbIX
« Lnpokas 30Ha noKpbITUA

BblicokasA ganbHOCTb Nepefaym gaHHbIX

+|

MpocToTa pa3BepTbiBaHNSA
« BblCcOKas JOCTYMHOCTb KaHaNoB CBA3U

s pa3BepTbiBaHNA He TpebyeTca onepaTtopa

« CTabunbHOCTb NpoLecca nepeaayun JaHHbIX CBA3N

(8ce 0aHHbIe nepedaromcs 3a 00UH CeaHc)

BbicOKasA NOMexoyCcTonuYnBOCTb

. AKTyaﬂbHOCTb TEXHOJIOrNN cerogHA v 3aBTpPa

Lte, 5o

. + KauyecTBeHHOe NoKpbiTHe

« YcTonumBas nepepaya AaHHbIX HA BbICOKUX
CKOPOCTAX

B

+ TexHonormAa VIHTepHeTa Belew 3aBTpaLLUHero AHA
+ byaywas nogaep»ka Bcemu onepaTopamm CBA3U

. Cneumaano pa3pa60TaH OnAa npomMbilWIEHHOIo

- Bblcokasa JanbHOCTb pacnpoCcTpaHeHMA CUrHana WHTepHeTa Bewye

6a30BOW CTAaHLUN

« WHTerpauus B o6nauHble TEXHONIOMMY ONepaTopos
CBA3N :



CXEMA BYEPA

«JHeprocpepa» «Anb¢a-LLEHTP» «Mnpamuga 2000»

nossoH diNa (CSD),
GPRENC |

MOAEMbI

«JHeprocepa»

4

CyeTumk

3ABTPAWHWN OEHb

YTO Mbl NPEANIATAEM

AMUC HU2
Myma

«Anbda-LEHTP» «[MYMA»
A A A

«Mupamnga 2000»

3G/4G/5G, NB-I0OT
LPWAN (LoRaWAN), LTE450.

Smart-Grid cueTumk

YMHaA KpblwKa




NJAH MOOEPHUSAUMN CHETHNROB

K «MHKOTeKC»: AO «JHeprmepan:

AO «HHIMO um. M.B. OpyH3e»: 00O «TAUMUT-UM»:
"
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NPEMMYWECTBA MOOEPHN3AUNN
CHETHMKOB

06ecneyeHue
CoxpaHeHue rapaHTUPOBAHHOTO
cyLiecTByIoLLeil MMEIOLLINXCA Ha c6opa flaHHbIX
CUCTEeMbl 06bekTe B COOTBETCTBUM
ANUCKYS C4eT4yuKoB c TpeboBaHnAMM
3N1eKTPO3Heprumn PocceTein He meHee
95%

CoxpaHeHue

Mpu xenanuu
UCNoNb30BaHue
nyyuiero
QyHKUMOHaNa
AUUCKY?S «ITYMA»

lInaBHbIN Nepexon
nocrpoennsa AUAC

KY3 B cooTBeTCTBUM
¢ 3pon uupoBoil

+ KUK TpaHcpopmaLum u

oT AiiCuBbuKom WUHTepHeTa Belen
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KANBKYIATOP UEHOBBLIX KATEFOPUW

OT KOMMAHUW «ANCUBMKOM>

NMPO®U/Ib MOWHOCTU TAPU®bI TAPAHTUPYIOWMX  UCXOAHbIE OAHHbIE
MO OBBbEKTY NMOCTABWNKOB MO OB BbEKTY

=7
K “ K |II||

KATIbKYNATOP LIEHOBbIX KATETOPUK

ANNC KYD + KanbrunaTop UEHOBbIX KATEIrOPU

NYMA <AUCUBUKOM> &

ONTUMU3AUNA 3ATPAT HA SJIEKTPOSHEPIUIO
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CHETHURU SJIEKTPOSHEPT N «ANCT>»

CO CMEHHbIMN MOoaAYAMU nepeadydn JAaHHbIX

OO0Hoga3HbIl

HOZO

K

I |

o= e
LTE-Maayns

icbeon

oo |,

‘a CMeHHbIU
KOMMYHUKAUUOHHbIU

MOOY/b

& CMeHHbIU
| KOMMYHUKAUUOHHbIU
MOOY/b

NMPEMMYWECTBA:
LLInpokaa nuHenKka CMeHHbIX KOMMYHVKALVWOHHbIX MOAYNeNn
AnA 06n1ayvyHbIX TEXHONOMMIA MHTEPHETA BELLEN
N3mepeHre napameTpos cetn

BcTpoeHHOe pene OTKUEeHWA Harpy3Km
Hanunune npoduna mowHocTn

BcTpoeHHbie nHTepdurcol RS-485, MK-nopT

ABTOHOMHasA sKkcnnyaTauua unm pabota B coctase AIMC KYD

Bo3MOXHOCTb paboTbl ¢ 06navHbIM pecypcom «Mom AUCT»



CHETHUNKUN ANCT CO CMEHHBIMX MOOYJTAMU

OoHogaszHell

OO0HogasHbie MoOynu:
PLC, WI-FI,ETHERNET,

. \ [
S O ¥
" | | TpexchazHele modynu:
PLC, WI-FI,ETHERNET,
\* 3G/4G, LoRaWAN, NB-IOT,RF

1IN
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CyeTumk
C YMHOM
KPbILLKOW

CXEMA OPI"rAHUSAUNI CBA3U

(())
Cyetunk AUCT A300
C KOMMYHMKALVOHHbIM

moayniem

YHUBEPCAJIbHAA
OBJTAYHAA
MIATOOPMA
WHTEPHETA BELLEEN

3G/4G/NB-loT
basoBas cTaHUuA
orepartopa

COTOBOW CBA3NU
]

LoRaWAN

aaaaaaaa

remr @) (o
. 8 (
dly 2

npunoxeHna Ancnbrnkom

A A A

Monb3oBaTtenun Monb3oBaTenun Monb3oBatenun

1
I
: LLnto3 LoRaWAN
I
Ethernet/Wi-Fi |

.:,

PoyTep
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YHVBEPCAJ1bHbIE OBJTAYHbIE MJATOOPMBbI
MHTEPHETA BEWEW

ICDcom

g@ GONNI%QVE :5'_:: 1__::__'}" J as p er NOKIA
HUAWEI
A A A A A
Huawei IBM Bluemix NEC CONNEXIVE Cisco Jasper Control Nokia Impact
OceanConnect cloud platform Center

¢

eP°CTe"e"°M ’04 ’rhingworX® KomnaHusa "AinCubnKom"

nmeer 60nbLIONY ONbIT

A A paboTbl C pasnnMyHbIMN
Mnardopma Mnardopma 10T nnatdpopmamm
Restream lloT ThingWorx

Mo>xHo BblAenuTb cepylowme NPoTOKOJbl ANA pelleHus 3aaay B uHpacTpykrype loT:

MQTT: npoTtokon ansa cbopa AaHHbIX YCTPOMNCTB U Nepefaun Nx cepBepam;
COAP: npoToKON A4nA NCNONb30BaHMA B YCTPOMNCTBAX C CUSIbHO OFPaHMYEHHbIMMK pecypcamm paboTatoLwmx B

OrpaHnNyeHHbIX ceTax loT;
JSON: TekcTOBbIV PopmaT obmeHa AaHHbIMUK, bonee NoaxoAALWMIA ANA CEPUANU3aLNK CNOXKHbIX CTRYKTYP;

LWM2M: npotokon ot OTkpbiToro MobunbHoro AnbaHca gna ynpasneHua yctponcteamu M2M vnm loT
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CXEMA 10T MNJATOOPMbI

tOxHoe
HanpasneHue
(€2)) Network SERVER
4 \ (T TTTTT T 1
LoRa UDP T T N ) X .
1 1 afantep 1 1 1
LI03bI o b . : '
. basa | ' | MOTT E
Mpu6ops! . panHbx | MQTT <—>Q : . CesepHoe
: 1 l I | HanpasneHue

J CEe— -'. T -: M-H;l-m;ghh-;;,;;H-oie: E Monb3oBaTenbcKoe E

a,EIMVIHVIX'\I{;l;;)OBaHVIe EHTTPUSO’N , RESTARL BHyTpé’HHee : : e e | RES
1 1 ! Lt oxKe e ! : npunoxeHne :

: ! L 1+ _MPUNIOXEHVE , AN
------------------ - - J ; ;
| Web- . HTTP/JSON :
| | aAMMHNCTPUpOBaHMe | | ’ E NDKIA !
: ; - Nokialmpact

' NpunoxeHua Aiicubukom
(t3)) : Z.BlueMix
3G/EDGE/GPRS MQTT g 1 apyrve 10T R ()
......................................... - erbopyIS | homommens  Monemomarens
[} ]
Mpubopol BC
onepatop
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CXEMA IOT MJIATOOPMbI (LORAWAN)

LORAWAN )
Kommnl;gl%%gmbm AHTEHHA OTKPbITbIE UHTEP®EVCbI
, CETb LORAWAN K MIATOOPMAM
] T EA REST
1A WebSocket
J iy
NETWORK SERVER MQTT
' LoRaWAN
| . §ogr T
e | | bl ConyTcTayiowue -
D';'j ﬂ—:-!i E—'_.-l | e NpUIoKeHNA .- amazon
: : : a - 58 webservices
.............. SRR e
IBM Bluemix™
Noakniouenue loT YCTPOWCTB
CBA3b Ha 60/blUME PACCTOAHUSA, YCTPONCTBA C HU3KNM
norpe6neHnem
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BblAEJIEHHBIE HACTOTbI MO L4 10T

28 nekabps 2017 Ha 3acepaHum flocyaapCTBEHHON KOMNCCUN NO pagnoYacToTam
(TKPY4) 66110 NpuMHATO pelueHne 06 ncnonb3oBaHUM Y3KMX NOJIOC paanovacToT Ans
UHTepHeTa Belen.

CornacHo NPUHATOMY pPeLIEHMIO NOMOChI PAANOYACTOT:

453-457,4 MIy, 935-960 MIu,
463-467,4 MIvy, 1710-1785 MIwy,

791-820 MIy, 1805-1880 MIwy,
832-862 MIu, 1920-1980 MIwy,
880-890 MIwu, 2110-2170 Mlw,
890-915 MTu, 2500-2570 Mlu
925-935 MIu, 2620-2690 MIu

MOTYT ObITb MCNOJIb30BaHbl PAAMO3NEKTPOHHbIMK cpeacTBamum (PIC)
cTaHgapTa LTE n nocnegyowmmmn ero mognounkaumamm s pexxkume NB-loT
Ha Tepputopun Poccun.
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OEOEPANBbHBI 3AKOH N2 187

[NpuHAT [ocygapcTeeHHon lymon 12 nionAa 2017 roga v
BCTynaet B cuny ¢ 1 aHBapA 2018 roga.

Hactoawunin @epepanbHbil 3aKOH perynupyer
OTHOLUEHNA B 06nacTn obecneyeHna 6esonacHOCTH
Kputnyeckon nHpopmaumoHHon nHPpacTpykrypbl PO
B LieNAX ee yCTon4YnBoro yHKLNOHNPOBaHUA Npw
npoBeAeHNN B OTHOLLEHNW ee KOMMbIOTEPHDbIX aTakK.
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HA ROI'O PACIPOCTPAHAETCH 187-037

4
rocyaapcTBeHHble rocyaapcTBeHHble lopugnyeckne VHANBUAYanbHble
OpraHbl yupexaeHus nvua npegnpuHMUMmaTenn
KOTOPbIM NPpUHaANEXKaT:
NHPOPMaLMOHHbIE WH(POPMaLMOHHO- aBTOMaTM3NpPOBaHHbIE
CUCTEMB TeNeKOMMYHUKaLNOHHbIe CUCTeMbl ynpaBneHns
cetn
B chepax:
* TonnneHo-
3paBoOXpaHeHNS, SHepreTnyecKoro : ¢
Savoncioichepe g SO, oot
ypruyeckas
TPaHCNOPTa, N NHbIX Chepax SHepru, J XUMAYeCKas
CBA3MY, $1HAHCOBOrO pbIHKa -O60POHHOI, NDOMBILLTEHHOCTI
SHepreTnku * PakeTHO-
KOCMUMYeCKom



PERVMbI WNOPOBAHWA OAHHbBIX

Mepenaya 3awMdpoBaHHOrO MaKeTa JaHHbIX, MCMOb3yA
NMPOrPAMMHbI moaynb wmndposausa ot 000 «AinCnbukKom»

CEPBEP CBOPA JAHHbIX
MﬁﬁgﬂtlelE AaHHRIC 3G/ETHERNET [aHHble PaclmndposaHHble H
Q ,anH ble
u LG P b —— @<
poyTerMomeM () LLdpoBaHHbie @) Wndposarrbie | poyrepmomem ) LindposaHHbie
YCNA NyMA AaHHbIX nPorPAMMHbIM AaHHbIX yeria nyMa AaHHbIX [IPOFPAMMHBI MOZYTb
I10nb3OBATEJ1b 1 Gt o
(6u6nuo-re|(u Open ssi) (Gunworexst Open SSL) 1I0IBS0BATEIIbR
MNepenaua 3awndpoBaHHOrO NakeTa AaHHbIX, NCMOJIb3YA BCTPaBaeMbIi MOAYI b
«AnCnbuKom» (gna ncnonb3oBaHWA B COCTaBe peLLEHNA APYTX NPon3BogUTenen)
CEPBEP CBOPA JAHHbIX
( ) - 2
H UCXOOHbIE JaHHble o PaclumdpoBaHHbie H
[AHHbIE Q > G  3G/ETHERNET ae HakHble
—— D3 al — — _- _— \ ;
- osopynoBaHme () LUndbpoBaribie
AMMAPATHbI OEM L
— CTOPOHHUX _  naHHbIX MOIY/Ib o ndpoBaHHbIe YCTPOWMCTBO ANS KPUMTOSALLUTDI
MOJb30BATE/Ib 1 NPOM3BOANTENEN A S, [aHHbIX OT «AWCUBMKOM>» RS
\ y,

L * MakeTHOe WndpoBaHme AaHHbIX cornacHo FOCT 28147-89
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NMPOTOROJ CINOA3C

B 2016 rogy NMAO «PocceTn» aHOHCUPOBaNo pa3paboTKy
HOBOIO e4MHOro NPOTOKOJA NEKTPOCUETYNKOB Ha base
ncnonb3yemoro B EBpone n Kntae npotokona DLMS/COSEM, Ho ¢ yyeTom
«HaLMOHANbHbIX» OCOOEHHOCTEN.

CrnoaacC

Cneundunkauma npoTokosa obmeHa JaHHbIMK SNEKTPOHHbIX CYETYMNKOB

MpoTtokon CMNOLA2C TpebyeT Nnogaep KM Kak B CHETUMKAX
aneKkTposHeprun, YCI I, a Takxke B cucteme AIMC KY>



NMPOTOROJI CIMNOASC B OBOPYLOOBAHNI
KOMMAHNN ANCUBNKOM

[Nogpepxka CMOASC c anpena 2018 roaa

¢
..- 8 ANNC KY3
Ol Myma
L HEppnszson T
N DR N
5 ikbeony == St T e
o | e ]
®  nyma- S 11T
| =" 30.05.06-v2 | ) e _ e |
TPMC (3G, ETHERNET,NB-loT) |
‘ a:a.m_ Ne 031824 | '|: PR
r— A a— " Yoy
) |
| ems emo [T+ & V I' o
MNyma 30.05.06 CyeTunk sneKTpo3Heprum YMHasA KpblLLKa ANNCKY3 "MYMA"
«ANCT» A300

CO CMEHHbIM MOA4ynem

24



KOMMAHNA ANCUBNKOM

TAH
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onepatop loT peweHuni 17HOpI'IgC,33
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